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Introduction
Steganography is a science that considers the method to hide information in the cover media. The direct purpose is the communication with the secret information. The methods can be classified based on the cover media and secret message type. The cover media can be audio, video, image or even text message. Similarly, the secret message can be images, audio, video and text messages. The challenge here is to cover the secret information properly without degrading the cover media, without noticing, and with security.
In this work, we are interested in the cover media that is the video file and the secret information is an image. Even though it is likely that the video can be used to cover the secret image properly, the difficulty arises on selecting frames and positions to hide image pixels. The framework begins as follows: We first transform the video and image using a kind of wavelet transform. We attempt to hide the image pixel in the coefficients of the frames. The two wavelet transforms are studied: discrete wavelet and lifting multiple wavelet. The coefficients of each frame are compared to the coefficients of the secret image. The similar coefficients are used to hide to image pixels. Obviously, the coefficient values are not exactly the same and the available positions may not be enough which is the main issue of efficiency.
Backgrounds
Steganography is very popular in the decade. The research work usually considers two domains, either spatial domain or frequency domain. In this work, we focus on the frequency domain. For such a domain, the two common transformations are used: wavelet and DCT.
For these works, some considers the text and some considers the image as a message while some uses the video and some uses the audio as the cover media. Wu and Sun [15] proposed the method for image sharing and checking for the validity of it. The method for reconstruction is developed for the case of a stego image. Kavitha and Murugan [10] attempted to hide maximum information while preserving against the detection by an unauthorized person. A steganographic system will be secured and effective when the statistics of the cover message and the stego data are identical.
The system proposed to increase the strength of the key by using UTF-32 encoding in the swapping algorithm and lossless stegano technique in the AVI file. Liu, Liu and Ni [5] proposed a new low complexity chaotic steganography method to MPEG-2 videos. Prabakaran and Bhavani [12] presented the modified secure and high capacity based steganography scheme of hiding a large-size secret image into a small-size cover image. They applied Arnold transformation to scramble the secret image. Discrete wavelet transform (DWT) is applied to perform in both images using the alpha blending operation.
Alkhraisat and Habes [2] presented a new method for hiding the secret image inside the cover image.
Elham, Jamshid and Nima [9] applied the wavelet transform and the genetic algorithm to embed data in the discrete wavelet transform coefficients in 4x4 blocks on the cover image. Safy, Zayed and Dessouki, [13] proposed the adaptive steganographic technique which considered the bits of the payload to be embedded in the integer wavelet coefficients of the cover image. Sarreshtedari and Ghaemmaghami [14] presents the image steganography method using the wavelet transform coefficients of the original image to embed the secret data by maintaining integrity of the wavelet coefficients. Battacharya, Dey and Chaudhuri [4] presented a steganography technique for hiding multiple images in a color image based on DWT and DCT. Dinesh and Ramesh [7] 's method is based on DWT transforms which allows to perfect embedding of the hidden message and reconstruction provide an efficient capacity for data hiding without sacrificing the original image quality.
Discrete Wavelet Transform [8]
We apply the wavelet transform which, particularly, is Haar-DWT, the simplest DWT. A 2-dimensional Haar-DWT contains two operations, one is the horizontal operation and the other is the vertical one. Both splits the image into a lower resolu-tion approximation image or band (LL) as well as horizontal (HL), vertical (LH) and diagonal (HH). The Haar wavelet transform is easy to implement. The algorithm is fast. It consumes the small memory space. It has the reversed operation that has no the edge effect. However, the limitation is on the discontinuity. The result of the wavelet transform is a set of wavelet coefficients. The equation of a 2-D Haar-DWT is in Eq. (1). (1) where   the host function that is calculated from ,
, and C M-k the translation factor.
Lifting Based Multi-Level Wavelet Transform [1, 3]
The lifting scheme is an algorithm which is used for the hardware and the software implementation of DWT. Its steps of predictions and updating are displayed in Figure 1 . Figure 1 presents the lifting scheme of the wavelet filter which computes the onedimension signal. It consists of the following steps.
-Split step: The signal is split into the even and odd points. The maximum correlation between the adjacent pixels can be used for the next step.
-Predict step: The even samples are multiplied by the predicted factor. The results are added to the odd samples to generate the new coefficients.
-Update step: the new coefficients computed by the predict step are multiplied by the update factors. The results are added with the even samples to get the coarse coefficients.
The advantage of lifting scheme is the forward and inverse transform was obtained from the same architecture. The inverse goes from right to the left, by inversing the coefficients of normalized and changes the sign positive to negative. The k is the constant of normalization and the steps of the predictions and the updating at decomposition in polyphase matrix. The polyphase representation of discrete filter h(n) is defined as Eq. (2): 
The filters ( ), ( ), ( ) and ( ) are Laurent polynomials, as the set of all polynomials exhibits a commutative ring structure, within which polynomial division with remainder is possible, the long division between two Laurent polynomials is not a unique operation. Figure 2 is the difference between the two wavelet transforms. The proposed method for the hiding phase is as shown in Figure 3 . The proposed doffing model is as shown in Figure 4 . Figure 3 , in Step 1) brings the secret image and the video file to transform using the lifting based multi-level wavelet transform. We find and keep the positions with the similar coefficient of each color between the secret image and the frame of the video. Since we are interested in hiding in the frames containing pixels with the similar coefficient as those of the secret image, this step finds these positions. From simplicity, we round the coefficients to integer values. The similar coefficients can be found by exact comparison. However, when it is possible that the values are closed to more than one value, the smallest difference is chosen. When there are two values with the save absolute values, we prefer the darker positions (the smaller value). Among these, we have to check whether the coefficient positions are already used.
Step 2) embeds the pixels of the secret image with the similar coefficient into those frames. In particular, we find the positions with the similar coefficient values for each wavelet plane. If the cover video frames has more number of coefficients that are similar to that of the image, the algorithm works fine. Finally, we may not find any coefficient positions, e.g. the picture is dark background or white backgrounds. Hence, we randomly pick the positions.
After embedding, the indices are kept in a file separately from the stego video. Particularly, we keep the frame numbers, the row and column positions etc. They are also encrypted. For example, (1, 5, 5) means we keep the position at frame1, row5 and column5. Next, we perform the inverse transform back for all the stego video frames.
Results
We carry out the experiments to demonstrate the efficiency of the proposed scheme. The proposed method has been simulated using the MATLAB 2013 program on the Windows 7 platform. A test set of image of size are 100 × 100, 256 × 256 and 512 × 512 and they all are used for the experimental test as an original secret. A set of the video file of any size are used for the tests. They are obtained from (http://www.reefvid.org/). A set of video of any size are used for the experimental test as the cover image that the video is about 307 seconds long. The total fame is 7,750 frames and the frame rate is 25 Fps.
The PSNR of the approach is computed against the given data set. The equation for computing MSE is in Eq. (4). Table 1 shows the PSNR values of embedded video using lifting based multi-level wavelet transform with the similar coefficients (LMWT-Sim), using multi-level wavelet transform with the random coefficients (LMWT-Random), discrete wavelet transform with the similar coefficients (DWT-Sim) and discrete wavelet transform with random coefficients (DWTRandom). The PSNR of LMWT-Sim is better for all the methods due to the lifting scheme have been developed as a flexible tool suitable for constructing the second generation wavelet.
The average PSNR values of the video frames are calculated to compare the stego video with the original video. However, for the average PSNR values, we calculate from all frames and then divide with the total number of all frames as the following equation. Table 1 compares the PSNR for all test-size pictures with varying approaches. The smaller the value is, the worse the picture is. The good approach should be scaled to the method corresponding. The size of the pictures has an effect to the quality of the secret image. The smaller the image is, the better the PSNR value. Figure 5 compares the PSNR when the frame drop percentage is varied by 10%, 20% 30% 40% and 50% of all frames of the video file. Dropping frame is done by random and is done for all the stego video. The dropped frames are skipped and the overall PSNR of the secret images are calculated. The more frame drops the less PSNR values. Figure 6 compares the PSNR values of the various methods for the varying payload size. For example, when the payload is 10%, we consider the case where the size of the secret image size is 10% of the total size of all the frames. Obviously, the larger payload is, the worse PSNR is. Still, LMWT-Sim performs better for all the cases. Also, the lower payload size, the better the performance. That is is because the values to hide are less compared to the coefficient values of the frames. Table 3 presents the histograms of each method along with the video files. The row "Original video" shows the sample frame of the original and the row "Steganography video" is the resulting frame. In the column" Histogram", we show the histogram of the stego frame in the same row. The row"Summary" is the summary of the differenece between the stego of the histogram of the original and the histogram of the stego frame and the original frame. The purpose is to show the difference histogram of two methods on the selected frame. This is to check how much different they are. Also, this is to compare the original frame and the resutling stego frame. 
Conclusion
We present the steganography method for hiding the image in the video. The approach uses the lifting multi-level wavelet and hides the image coefficients in the video coefficients. The coefficients with similar values are used to hide to reduce the errors in the resulting stego video. We compare the efficiency of the technique using PSN, considering various test cases such as different payloads, and frame dropping. The hiding in coefficients of lifting multilevel wavelet gives better results compared to the random coefficient selection of discrete DWT about 40%.
